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User Profiling

Machine Learning >

Users of Online System or Service
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Image Credit: The New Yorker cartoon modified by Eric Blattberg / VentureBeat
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Virtualldentity -- Overview
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Secure Two Party Computations

A 4

A

By the end of the computation each Y
l player only knows the output and its own input. l

F(X,Y) F(X,Y)
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... A.Yao. How to Generate and Exchange Secrets. In 27th FOCS, pages 162-167, 1986.




Cryptographic Protocols

Decompose Machine Learning Scoring operation
into smaller and simpler operations

i

Use Secure Multi-party Computation to make each
simple operation privacy-preserving

i

Combine the Secure Multi-party computations to get
the Machine Learning Scoring privacy-preserving



Support Vector Machine Scoring
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Privacy-Preserving Comparison
-- by Multi-party Computation

Let £ be the bit length of the integers to be compared. The trusted initializer pre-distributes the correlated
randomness necessary for the execution of all instances of the distributed multiplication protocol. The parties
have as inputs shares [z;], of each bit of x and shares [y;], of each bit of y. The protocol proceeds as follows:

1. For ¢ = 1,...,4, compute [d;], < [ui], (1 — [z:],) using the multiplication protocol 7pys and locally
compute [e;], « [z:i], + [yi], + 1.

£

2. Fori=1,...,¢ compute [e;], + [di]. [[;—;,1[e;]. using the multiplication protocol mpas.

3. Compute [w], < 1+ 3°7_, [ci], locally.
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